Network Administrator Public Safety
City of Morganton

Job Number:
 0332

 SEQ CHAPTER \h \r 1Job Title:  
Sr. IT Specialist: Public Safety Systems
Date:
9/2023
Primary Reason Why Classification Exists
Provide technical support for the Public Safety Department through planning, implementation, and maintenance of  hardware infrastructure and software applications.
Distinguishing Features of the Class
An employee in this class provides professional support of  the existing hardware infrastructure and software applications as well as plans and implements new technologies as appropriate.  Provides technical support and assists Public Safety employees with appropriate and useful integration of technology while adhering to Criminal Justice Information Systems Security Policies and other applicable laws and best practices.

Work is performed under the general supervision of the IRMS Director and performance is evaluated on the basis of attainment of specific performance objectives, personal observation and feedback from department employees. 

Illustrative Examples of Work
· Purchases, tests, troubleshoots, maintains and updates network servers, printers, PCs, tablets, laptops, firewalls and switches; repairs and replaces equipment, as necessary; provides virus/intrusion mitigation.
· Researches, installs, troubleshoots and maintains numerous software applications used for records management, investigations, security and software applications unique to law enforcement; provides support in current applications and formats such as MS Server, MS Windows, MS Office, CentralSquare,  CAD and RMS and mobile applications.

· Accesses SQL databases to analyze data, export to Excel for usable required reporting; uses software for data analysis; prepares reports, graphs, charts, etc.

·  Assists with radio templates and liaisons between agency and other city and county agency staff for development of templates.

· Maintains interview room software, cameras and servers for recording of interviews; reviews, repairs, replaces and installs newer equipment as necessary.
· Assists officers and investigator in acquiring audio and video from victims; assists with playback and duplication of electronic evidence.

· Performs responsibilities associated with being the Criminal Justice Information Systems Security Officer; maintains CJIS security for software and personnel; implements security updates as dictated by changes in policy and procedure; assists with DCI certification and policy implementation.

· Ensures keyless entry system is working properly; reviews logs and views camera footage as needed; maintains system and recommends updates.

· Attends classes and seminars to enhance knowledge of equipment and operating systems.

· Performs other related duties as assigned.
Knowledge, Skills, And Abilities
· Thorough knowledge of information technology principles and practices

· Thorough knowledge of operations, capabilities, and maintenance of hardware, software and networking applications;

· Thorough knowledge of security technologies.

· Thorough knowledge of network operations, security, backup and disaster recovery;

· Configure, maintain and troubleshoot mobile clients and printers

· Configure, maintain and troubleshoot patrol vehicle cameras and body worn cameras

· Ability to learn working knowledge of 800MHz Radio as well as Motorola XTS, XTL, APX software;

· Knowledge of Networking, Windows Server, Config/infrastructure, Workstation repair standards, Cabling standards;

· •
Ability to learn working knowledge of the City’s purchasing and contracting procedures and protocols;

· Knowledge of applicable laws and regulations relating to workplace Information Technologies;

· Ability to perform complex analytical assessment of technology; 
· Ability to plan, organize, direct, and evaluate technological needs of the agency; 
· Ability to establish and maintain effective working relationships with users, external agencies, and vendors; 
· Ability to communicate effectively orally and in writing.
· Ability to be on-call, work evenings and weekend as needed.
Education
Knowledge as typically gained through an Associate’s or Bachelor’s Degree program from an accredited college or university in Computer Science, Information Systems, Information Technology, or related field and / or related technical certifications
Experience
Considerable experience in personal computer and network applications and administration.
Physical Requirements
This is medium work requiring the exerting up to 50 pounds of force occasionally, and/or up to 20 pounds of force frequently, and/or up to 10 pounds of force constantly to lift and move objects;  work requires climbing, stooping, kneeling, crouching, reaching, standing, walking, lifting, fingering, grasping, and repetitive motions; vocal communication is required for expressing or exchanging ideas by means of the spoken word; hearing is required to perceive information at normal spoken word levels; visual acuity is required for depth perception, preparing and analyzing written or computer data, visual inspection involving small defects and/or small parts, operation of machines, determining the accuracy and thoroughness of work, and observing general surroundings and activities.

Working Conditions
Work is performed primarily in an office with a controlled environment without exposure to harmful conditions; however, work is also performed outside exposing the employee to outside environmental conditions.  Work is performed where there is sufficient noise to cause the employee to shout in order to be heard above the ambient noise level; and, employee is required to function in narrow aisles or passageways.
Special Requirements
· Valid North Carolina driver’s license
· DCI certification
FLSA Status Nonexempt

Disclaimer

This classification specification has been designed to indicate the general nature and level of work performed by employees within this classification. It is not designed to contain or be interpreted as a comprehensive inventory of all duties, responsibilities, and qualifications required of employees to perform the job. The City of Morganton reserves the right to assign or otherwise modify the duties assigned to this classification.
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